We study a chaotic attractor based pseudorandom generation algorithm. The novel scheme use a signature attractor and the logical XOR function. The output binary digits are analysed by NIST, ENT and DIEHARD statistical applications.
Introduction
The pseudorandom generators are main part in symmetric key encryption and public key encryption schemes. Large class of symmetric key algorithms is based on feedback shift registers. The Shrinking generator and the selfshrinking generator, based on linear feedback shift registers, are proposed in [5] and [8] , respectively. Different variants of shrinking pseudorandom schemes, based on feedback with carry shift registers, are presented in [2] , [3] , [4] , [13] , [16] , [17] , and [19] .
Another large symmetric key encryption class is based on chaotic maps. In [6] , secure communications via chaotic synchronization is experimentally demonstrated using Chua's circuit. A method and system for secure encryption based on the Bernoulli Shift and the Logistic Map is proposed in [9] . A chaotic cryptographic pseudorandom generator constructed from the solutions of the Lorenz attractor, filtered by 32-bit bent Boolean function is presented in [12] . Novel pseudorandom generation algorithm based on Chebyshev polynomial and Tinkerbell map is proposed in [14] . In [15] , a modified Chebyshev polynomial based pseudorandom generation scheme is constructed. The use of Circle map chaotic iterations to build pseudorandom number generator is presented in [18] .
The aim of the paper is to present a pseudorandom bit generator based Signature attractor. The novel algorithm has excellent statistical properties.
2 Signature Attractor based Pseudorandom Generation Algorithm
Proposed scheme
The Signature attractor is presented in [10] , Eq. (1):
The novel algorithm is based on the following steps:
Step 1: The initial values x 0 , y 0 , z 0 , and z 1 from Eq. (1) are determined.
Step 2: The attractor from Eq. (1) is iterated for L 1 times.
Step 3: The iteration of the Eq. (1) continues, and as a result, two real fractions y i and z i−1 , are generated and post-processed as follows:
where integer(x) returns the integer part of x, truncating the value at the decimal point, abs(x) returns the absolute value of x, and mod(x, y) returns the reminder after division.
Step 4: Perform logical XOR between s 1 and s 2 to get a single output bit.
Step 5: Return to Step 3 until the bit stream limit is reached.
The proposed bit generator is implemented in C++, using the following initial values: x 0 = −0.5390212, y 0 = −2.1918441, z 0 = 0.157331, and z 1 = 1.380591, and L 1 = 150.
Key space evaluation
The secret key space is composed by the four secret values x 0 , y 0 , z 0 , and z 1 . With computational precision of about 10 −15 [21] the proposed key space is more than 2 199 , which is sufficient enough against brute-force attacks [1] .
Statistical tests
Three software test programs are used in order to measure the behaviour of the output binary streams. The DIEHARD package [7] includes 19 statistical tests, the NIST software application [11] is a set of 15 statistical tests, and the ENT package [20] includes 6 statistical tests. The test results are given in Table 1, Table 2, and Table 3 
Conclusion
We have designed a pseudorandom number generation scheme based on the Signature attractor. Our cryptanalysis showed that the new algorithm design has enough key space and good statistical results.
